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Fig. 1 Intrusion detection model based on artificial immunity
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Fig. 2 Generating algorithm of improved cathode detector
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Research and Improvement of the Intrusion Detection

System Based on Artificial Immunity

YAO Guo-xiang, GUAN Quan-long, FENG Wei-lun
(Information Science Technology College of Jinan University, Guangzhou 510632, China)

Abstract; The developing trend of intrusion detection technology is explained and the characteristic and basic theo-

1y of biological immune system is researched in this paper. An improved intrusion detection system based on artifi-

cial immune are proposed after Analyzing traditional artificial immune system and LISYS. Researching the genera-

' ting algorithm of existing detectors, the improved system proposes initial detector’s generating algorithm of bit varia-

tion. It makes more efficient for detect the variation of attacks. The co-stimulation mechanism of biological immu-

nology is adopted and the strategy of random death is replaced by LRU algorithm in the system. The experiment

shows that these methods can decrease the false positive rate and improve detection efficiency of detector,

Key words: artificial immune; intrusion detection; detector; LISYS; bit variation





